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General informa,on 
Dura&on: 5-6 months, s&pend of around 600 euros. 
The internship will work at the Computer Science Lab, University of Avignon, in Avignon, 
France. It is possible to nego&ate about some teleworking periods. 
PhD: A 3 years PhD program will follow this project. 
 

Project descrip,on 
This intern subject is related to stochas&c op&miza&on problems in graphs with strategic 
en&&es. The problem is to control a random walk on a graph that aims to reach a specific node 
as soon as possible. This project builds on research carried out in [1]. This problem is related 
to security issues and lateral movement types of cyber-aQacks [2]. In our seSng, one decision-
maker controls an explora&on process without full knowledge of the posi&on of the random 
walk process rela&ve to the targeted node. Therefore, in the first step, a stochas&c 
op&miza&on framework like Par$ally Observable Markov Decision Process (POMDP) [3] can be 
a first approach to tackle the problem. The main key of the POMDP modeling is to integrate 
the belief update algorithm into the framework such that the decision-maker can take smart 
ac&ons at each &me step of the decision process. Considering a simple linear topology, 
numerical simula&ons show that an op&mal strategy for the explora&on process is to con&nue 
to explore un&l a threshold (number of steps) is reached. To prove that such a policy is op&mal 
is not straighYorward and depends on proper&es of the value func&on of beliefs.  
In the second step of the work, another decision-maker comes into the picture and aims to 
slow down the progression of the random walk by changing the graph online (adding new 
edges, nodes, etc.). Then, the overall system can be studied as a non-coopera&ve game in 
which two decision-makers, i.e., players, have their ac&ons and objec&ves. The first one, 
namely the aQacker, wants to reach a targeted node in a graph star&ng from another node by 
adap&ng an explora&on stochas&c process based on current knowledge of its posi&on in the 
graph related to the target; and the second one, the defender, modifies the graph topology to 
slow down the aQacker by adding new links to deceive aQacker’s knowledge. A Par$ally 
Observable Stochas$c Game (POSG) [4] seems natural to model such a compe&&ve scenario. 
Several assump&ons have to be discussed and are not trivial to answer: 

- Does the aQacker have knowledge of the en&re topology?  
- Does the defender know the posi&on of the aQacker in real-&me? 

 



The goal of this intern posi&on is to start to deal with the PO models: first considering one 
decision maker and second, two decision makers in compe&&on. The following steps will be 
considered: 
1. To model the control of the explora&on process with par&al knowledge with a POMDP and 
to prove that the op&mal control policy has a threshold for specific linear graph topology.  
2. To generalize the results of task 1 for general acyclic graphs. 
3. To model the problem with two decision-makers as a par&ally observable stochas&c game. 
 

Required skills 
The candidate should have a scien&fic profile with very good skills in mathema&cs in Stochas&c 
Op&miza&on (dynamic programming techniques) and Graph Theory. Knowledge in Game 
Theory would be a plus. 
 

Applica,on procedure 
Please send to yezekael.hayel@univ-avignon.fr your applica&on containing the following 
items: 

1. a cover leQer wriQen specifically for the topic, outlining their research interests and 
relevant experience,  

2. a detailed CV,  
academic transcripts (including Bachelor & Master’s/Engineering courses and 
rankings), 

3. up to two reference leQers from individuals who have supervised or worked 
closely with the applicant 
 

Contacts 
• Pr. Francesco DE PELLEGRINI, francesco.de-pellegrini@univ-avignon.fr 
• Pr. Yezekael HAYEL, yezekael.hayel@univ-avignon.fr 
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